AGREEMENT FOR HOSTING
This Agreement is made on the ___ day of ____,  and shall be effective from___________.

BETWEEN 

INSURANCE REGULATORY AND DEVELOPMENT AUTHORITY OF INDIA  having its registered office at Parishram Bhavan, 3rd Floor, Basheer Bagh, Hyderabad-500 004 hereinafter referred to as “IRDAI” (which expression shall, unless the context otherwise requires, include its successors and assigns) of the one part:

AND

_____________________, a Company incorporated under The Indian Companies Act, 1956, having its registered office at _____________________, represented by _____________________,  hereinafter referred to as “_____________________” (which expression shall, unless the context otherwise requires, include its successors and assigns) of the other part.

WHEREAS 
a. IRDAI desires to outsource setting up of a primary site and Disaster Recovery Site (DRS) for the hosting of its web portal www.IRDAonline.org hereinafter referred to as agency  portal.
b. _____________________ has at the request of IRDAI agreed to provide both primary site as well as Disaster Recovery Site at Mumbai and Bangalore respectively on the terms and conditions herein contained in this Agreement.
NOW THEREFORE, IN CONSIDERATION OF THE MUTUAL UNDERTAKINGS, PROMISES AND COVENANTS AS SET FORTH IN THIS AGREEMENT, THE PARTIES HERETO HAVE AGREED TO THE TERMS AND CONDITIONS STATED HEREIN.

1. Interpretation. 

1.1 In this Agreement, the headings are used for convenience and ease of reference and are not to be construed in the construction or interpretation of any provision of this Agreement.

1.2
In this Agreement, unless the context specifies otherwise, reference to the singular includes a reference to the plural and vice versa. 

1.3 In this Agreement, unless the context specifies otherwise, references to the Recitals, Clauses and Schedules shall be deemed to be a reference to the recitals, clauses of this Agreement. 

1.4 Words and expressions used in this Agreement but not defined herein shall, unless the context specifies otherwise, have the same meaning as commonly interpreted in law.

2 Term:

This Agreement shall be deemed to have taken effect from ________ hereinafter referred to as effective date and shall be valid for a period of 5 years from the effective date. There shall be lock in period for the entire term of this Agreement unless it is terminated earlier in accordance with the provisions as set forth herein below in this Agreement.

3
Scope of the Agreement:

_____________________ shall provide primary and disaster recovery site at Mumbai and Bangalore respectively and shall provide on going technical services towards monitoring and management of connectivity, maintenance and management of Primary and DRS.

_____________________ shall hosting facilities at Tier-3 data center (Certified with state of the art hardware with 24x7 monitoring for a period of sixty months .The data center should have ISO-20001 & 270001 certifications or equivalent. 

The configuration of the servers should be robust, capable of handling the load.
The server should have adequate storage capacity, configuration, speed, unlimited internet bandwidth and should have been directly connected to ISP’s backbone providing adequate bandwidth and reliability with multiple links. 

_____________________ shall ensure that adequate security mechanism is in place for detecting and preventing un authorized access to the portal and prevent such occurrences
_____________________ shall provide state of art security for complete protection of portal data and software against virus, hacking, intrusion and any other threats that affects the portal

_____________________ shall be responsible for the Domain name renewals of Agency  portal the cost of which is included in the Hosting Charges set forth in this agreement.

Ensure that the portal continues to work uninterrupted and also to correct and remove any technical and other problems and errors that may arise during such working within 4 hrs of the communication of the problem to _____________________.
4
Responsibilities of _____________________
_____________________ shall provide for the following end to end services on primary and DR site:
a. Providing sustainable Infrastructure Facilities   ( as per Annexure)  at Primary and DR locations 
b. Ensure that it has experienced and qualified personnel to handle emergencies and manage the web server efficiently.

c. Ensure that all the software loaded / installed on the web server is licensed and legal.

d. System & data Migration of existing agency portal to the last byte.

e. Physical rack space and equipments” hardware and networking equipments” for hosting IRDAI’s agency portal.
f. Ensure connectivity to the Internet with unlimited data transfer. 
g. Providing adequate web server space for the Agent Portal.

h. Providing services for 24x7 monitoring of entire IRDAI IDC infrastructure both at primary and DR site. For Disaster Recovery, the RPO (Recovery Point Objective) shall be 4-5 Seconds.
i. Assuring uptime above 99.8% (calculated on a quarterly basis)
Replying to any problem on the IDC setup within 15 mins and resolution time not exceeding 4 hrs at the primary or DR site and if the problem is not rectifiable _____________________ shall provide replacement of equivalent server and network equipment and make it ready for operation within 4 hours. The recovery time objective is 4 hours.
j. Ensuring that the data transfer through the VPN tunnel between primary and DR should be near real time and is met at all times.
k. Providing unlimited Data transfer by default at both primary and DR site. 
l. Providing reports on server and network performance, bandwidth utilization, health status as and when required by IRDAI.
m. Providing services for backups as per the following
· Daily incremental backup

· Weekly full backup 

· Data replication to DR site.

· Weekly off site backup
· Backup in External media ( Tape Drive )

n. Monitoring of entire IT infrastructure and of link management.
o. Fault and configuration management
p. Confirm that IRDAI will be provided access to generate monthly data transfer, current space utilization - summary and detailed reports from portal server.
q. Provide state of art security for complete protection of portal data and software against virus, hacking, intrusion and any other threats that affects the portal.

r. In case of any maintenance activity to be performed on the web server, _____________________ will provide 48 hours advance notice to IRDAI indicating the approximate down time of the web server. The maintenance will be carried out during non-working hours with down time not exceeding 4 Hrs at any given time.


5
Responsibilities of IRDAI.

 IRDAI shall be responsible for:

a. Providing all the contents and items upto last byte of the agency portal.
b. Conducting inspection of the IDC (
Internet Data Center) with the prior intimation to _____________________.
c. Designating an Individual who shall serve as its Project Manager and shall be fully responsible on behalf of IRDAI with respect to managing the performance of IRDAI responsibilities and providing acceptance in writing of all deliverables.

6.  Transfer of Hardware and Software
a
After completion of the term of this Agreement or in case of earlier termination whichever case may be, _____________________ shall hand over all configured hardware and networking equipments installed at the inception of the Primary and DRS   to IRDAI, as per below mentioned transferable price.

Rs._____________/Per Server

Rs._____________/Per Firewall 

Rs._____________/ Per Switch

b.
Regarding Software- Windows OS and SQL software’s shall be provided to IRDAI with running version and cost of the software’s would be decided with mutual understanding at the time of transfer.
7.  Charges and payment terms:

a. In consideration of _____________________ agreeing to provide and maintain primary and DRS as stated above, IRDAI shall pay to _____________________ the following charges;
	Particulars 
	Year
	Charges in Rs.

	Hosting Charges (including  domain transfer , Network equipment Charges and DR)
	Ist Yr
	Rs. __________/ Annum (Rs. _________ per Quarter)

	Hosting Charges (including  domain transfer , Network equipment Charges and DR)
	2nd Yr
	Rs.____________/ Annum ( Rs.__________/ Quarter)

	Hosting Charges (including  domain transfer /,Network equipment Charges and DR)
	3rd Yr
	Rs.____________/ Annum ( Rs. / Quarter)

	Hosting Charges (including  domain transfer /,Network equipment Charges and DR)
	4th Yr
	  Rs.____________/ Annum ( Rs.___________ / Quarter)

	Hosting Charges (including  domain transfer , Network equipment Charges and DR)
	5th Yr
	Rs.____________/ Annum ( Rs.____________ / Quarter)


b. The above charges PLUS statutory taxes/ levies as may be charged by the state or central government on the services provided, will be paid by IRDAI to _____________________ at the beginning of every quarter. The charges will be payable by IRDAI through cheque/Draft  favoring  “_____________________ Limited”  within 15 days of receipt of invoice raised on quarterly basis by _____________________.

8
Non Solicitation

Neither party to this Agreement shall either directly or indirectly solicit, induce, recruit or encourage any of the other parties Personnel to leave their employment, or take away such personnel or attempt to solicit, induce, recruit, encourage or take away other parties Personnel either for themselves or for any other person or entity for a period of twenty four (24) months after the personnel has left employment of such other party.  This obligation shall survive two year after completion of the Agreement. 

9
Relocation of Equipments  


In the event that it becomes necessary to alter the primary site and/ or DR Site to any other place _____________________ shall give prior written notice to IRDAI. IRDAI shall cooperate in good faith with _____________________ to facilitate such alteration, provided that _____________________ shall ensure that the continuity of the services is not affected during such alteration and such alteration is based on reasonable business needs of _____________________ or the expansion of the space requirements of IRDAI or otherwise.  
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Modification

This Agreement may not be modified orally and may be modified only in writing signed by both parties.
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Termination

i. In the event there is any material breach of any of the terms and conditions of this Agreement by any party to this Agreement the other Party may terminate this Agreement provided that the party shall serve non-compliance two months notice to the defaulting party to rectify the breach or restore the same within the said notice period. After the expiry of said notice period the Agreement shall come to end if the material breach is not rectified or restored by the defaulting party within the said notice period and thereafter IRDAI shall pay to _____________________ all payments due as of the termination date stated in the notice on pro rata basis including those for the proportion of work completed in the on-going stage and to the extent the deliverables supplied and the services rendered upto the date of termination.

ii. Either Party shall be entitled to terminate this Agreement forthwith

in the event of the other Party:

a. going into compulsory or voluntary liquidation or winding up; or

b. assigning its property and/or assets for the benefit of its creditors

 materially affecting its abilities to perform this Agreement.

c. by giving a 3 months notice in writing to the other upon situations arising due to non-compliance of the stipulations of this contract or for any other reason.   

iii 
Any termination of this Agreement howsoever caused, shall not effect any accrued rights or liabilities of either party nor shall it effect the coming into force or the continuance in force of any provision hereof which is expressly or by implication intended to come into or continue in force on or after such termination. The parties agree that the clause No. 8 shall survive and continue to remain in force notwithstanding the termination of this Agreement.
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Upon the termination of this Agreement:

a 
Immediately upon termination of this Agreement _____________________ shall ensure that the data till the last is retrieved from the Agency portal server  located both at Primary and DRS.

b
_____________________ shall discontinue the managed services provided to IRDAI after proper hand-over of all the necessary documents and other materials obtained by _____________________ in relation to the managed services during the term of this Agreement.
C
_____________________ shall ensure that the application developed/ maintained for IRDAI Agency  portal along with source code, domain names, e-mail backups  & data Migration of existing agency portal to the last byte, are transferred to the location / servers identified by IRDAI and the same are operational from the new location.
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 Limitation of liability

i   
It is agreed between the Parties that the aggregate liability of _____________________ whether in contract, tort or otherwise or in any other law in force or may come into force subsequently, shall be limited to only restoring the services provided under this Agreement.

ii
UNDER NO CIRCUMSTANCES SHALL _____________________ BE LIABLE FOR ANY PERSONAL INJURY, SPECIAL, INDIRECT, INCIDENTAL OR CONSEQUENTIAL DAMAGES OR LOSS OF PROFITS RESULTING FROM THE PERFORMANCE OF ANY ASPECT OF THIS AGREEMENT, WHETHER OR NOT THE OTHER PARTY HAS BEEN MADE AWARE OF THE POSSIBILITY OF SUCH LOSS OR DAMAGE.
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Representation and Warranties
i.
Both parties represent and warrant to each other that:

a. They have requisite authority and/or are lawfully entitled to enter into this Agreement and that they are not under any disability, restriction or prohibition which shall prevent them from performing or adhering to any of its obligations under this Agreement or shall prevent them from exercising any of its rights or observing any of its obligations under this Agreement.

b.
The performance of its obligations shall not violate any applicable laws, regulations or the rules and regulations or cause a breach of any Agreements with any third parties.   

c
They shall at all time comply with all their respective obligations set forth in this Agreement.

ii.
Neither _____________________ nor its affiliates make any express or implied warranties, representations or endorsements whatsoever (including without limitation warranties of title or non-infringement, or the implied warranties of merchantability or fitness for a particular purpose) with regard to any information or service provided through the Internet, and they shall not be liable for any cost or damage arising either directly or indirectly from any such transaction. It is solely IRDAI’s responsibility to evaluate the accuracy, completeness and usefulness of all data, and information of the agency portal provided through the service or in the Internet generally. 
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Indemnification
a
Subject to the provisions contained in clause 12 of this Agreement both the parties shall indemnify each other in case of any breach of any of the terms and conditions of the Agreement. 

b
In no event, shall any Party  be liable to the other  for any special, indirect, incidental, punitive, contingent or consequential loss or damages suffered by any Party, including but not limited to a loss of use, data, business, anticipated savings, profit, reputation, goodwill or revenue, arising out of or in connection with this Agreement ,whether as a result of a breach of this Agreement or otherwise and whether such liability arises from any claim based upon Agreement, warranty, tort, product liability, performance thereof or otherwise and whether or not the Party has been advised of the possibility of such loss or damages. 
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Confidentiality
a. The Parties hereto shall at all times maintain and keep secret and confidential the Confidential Information (as defined herein) and shall not disclose or divulge the same or any part thereof to any Third Party without the prior written consent of either Party in that behalf. 

b. Confidential Information shall mean any information relating to the Business of the either party which is disclosed to the other party prominently marked in writing by the other party as “Confidential” and which is not covered by the exclusions set out in Clause VIII (c) below.
c. Exclusions: Confidential information shall not include any information: 

i. that is or becomes available to the public or becomes a part of the public domain other than as a result of an act or a disclosure in breach hereof;

ii. that was, directly or indirectly, in the possession of or known to the receiving party prior to its disclosure by or on behalf of the disclosing party.

iii. that becomes available to the receiving party directly or indirectly, from a source other than the disclosing party: not being in violation of any contractual obligations with respect thereto; or

iv. that is disclosed in accordance with the requirements of law or any binding judgments, order or requirement of any Court or other competent authority.
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Force Majeure

a. Notwithstanding anything else contained in this Agreement, neither party shall be liable for any delay in performing its obligations hereunder if such delay is caused by circumstances beyond its reasonable control including without limitation any delay caused by the acts of governments, acts of God, any terrorist attack, any criminal damage, natural or social calamities, war declared and undeclared etc.
b. Subject to the party so delaying promptly notifying the other party in writing of the reasons for the delay (and the likely duration of the delay), the performance of such party’s obligations shall be suspended during the period that the said circumstances persist and such party shall be granted an extension of time for performance equal to the period of the delay. Save where such delay is caused by the act or omission of the other party (in which event the rights, remedies and liabilities of the parties shall be those conferred and imposed by the other terms of this Agreement and by law), in such a case, any costs arising from such delay shall be borne by the party incurring the same.
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Relationships

This Agreement is not intended to create a relationship such as a partnership, joint venture, agency, or employment relationship. Neither party may act in a manner, which expresses or implies a relationship other than that of independent party nor bind the other party.
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Assignment

Neither party shall assign any of its rights and obligations hereunder whether in whole or in part without the prior written consent of the other. Notwithstanding the above, _____________________ shall have the right to sub-contract its obligations under the Agreement in full or in part with any third party. Provided, it will ensure that the party to which its obligations are sub-contracted shall render the same level of service as if the obligations are carried by _____________________.  
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Entire Agreement
This Agreement supersedes all prior Agreements, arrangements and undertakings between the parties and constitutes the entire Agreement between the parties relating to the subject matter hereof. No addition to or modification of any provision of this Agreement shall be binding upon the parties unless made by a written instrument signed by a duly authorised representative of each of the parties. 
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Severability and Waiver
The various provisions and sub provisions of this Agreement are severable and if any provision or sub provision or part thereof is held to be unenforceable by any court of competent jurisdiction, then such enforceability shall not effect the validity or enforceability of the remaining provisions or sub provisions or parts thereof in this Agreement.
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Notices

All notices, request, consents or other communications required or permitted to be given to either party pursuant to this Agreement shall be in writing and shall be sufficiently served if sent by email to the signing authority or any authorized person in his place or sent by facsimile. If sent by facsimile evidence of the successful transmission of the facsimile is required. Any notice, request or other communication sent by email or facsimile shall be followed by registered mail within one week.

	_____________________ Limited.


	

	Represented by

Designation.
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Applicable Law
Terms and Conditions of this Agreement shall be governed in accordance with the laws in force in India.
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Arbitration

All disputes or differences whatsoever arising between the parties out of or relating to the construction, meaning and operation or effect of this Agreement or the breach thereof shall be settled by arbitration in accordance with the provisions of the Arbitration and Reconciliation Act, 1996 and the award made in pursuance thereof shall be binding on both the parties and enforced as provided in the said Act.

24 Jurisdiction

Any disputes arising out of this Agreement shall be subject to the jurisdiction of the Courts in Mumbai.

IN WITNESS WHEREOF THE PARTIES HERETO HAVE HERETO SET THEIR HANDS ON THE DATE FIRST ABOVE WRITTEN

	
	

	_____________________ Limited.


	

	Represented by: _____________
Designation: _____________
	

	
	

	
	

	
	


ANNEXURE

Hosting Configurations

Following shall be the configurations of the servers and hardware details.

I. Primary Site

IRDAI Primary Web Server –configuration details

	Particular
	Details

	 CPU Speed
	

	CPUs
	

	Memory (GB)
	

	HDD
	

	Operating System
	

	Version
	

	Database
	

	Protocol
	

	
	


IRDAI Database Server –configuration details

	Particular
	Details

	 CPU Speed
	

	CPUs
	

	Memory (GB)
	

	HDD
	

	Operating System
	

	Version
	

	Database
	

	Protocol
	


II. DR Site


IRDAI DR Web Server –configuration details

	Particular
	Details

	 CPU Speed
	

	CPUs
	

	Memory (GB)
	

	HDD
	

	Operating System
	

	Version
	

	Database
	

	Protocol
	



IRDAI DR Database and Witness Server –configuration details

	Particular
	Details

	 CPU Speed
	

	CPUs
	

	Memory (GB)
	

	HDD
	

	Operating System
	

	Version
	

	Database
	

	Protocol
	


III. Connectivity Architecture: 

4. Hosting Setup Design:

1) Primary Servers are to be connected to the DR Site through secure VPN Channel over the Internet.

2) The Data mirroring between primary and DR site will be using SQL database mirroring feature. The Data is replicated in near real time.

3) At DR Site DB Witness server is configured to perform 2 activities as below:


a. Pinging the primary server for heart beat continuously

b. Monitoring of mirroring from Primary to DR server

4) In case of failure of the primary Site server, the witness server takes automatic decision to switch to the DR Server.

5) The Network Time out on the Primary server is configured to be at 120 sec. This means that the witness server will wait for a maximum of 120 sec for response from Primary server before it switches to DR server.

6) On Firewall _____________ at Primary Site

7) On Firewall _____________ at DR Site

8) The Primary and DR Servers are to be connected to switches for Local LAN.
5. Shared SAN

1. Primary server shall be configured with shared SAN storage of 250 GB capacity. 
